INJECT PLAYBOOK

CCDC Business Task Guide

THE INJECT TRUTH
I NDECTS = 50% OF YOUR SCORE

You CANNCT win on technical defense al one.
Busi ness tasks are NOT optional extras.
They are HALF of what deternines the w nner.

INJECT MANAGEMENT FLOW

When Inject Arrives

1. *READ** completely (30 seconds)

2. *|IDENTIFY** requirements and deadline
. *ASSIGN** to appropriate person

. *SET TIMER** visible to team

. **CHECK IN** at 50% time remaining

. *SUBMIT** 2-3 minutes early

o 0~ W

Priority by Deadline

Deadline Priority Action

15 min CRITICAL Drop everything, all hands if needed
30 min HIGH Start immediately, dedicated person
60 min MEDIUM Queue but assign now

60+ min NORMAL Schedule, but don't forget

COMMON INJECT TYPES

1. Policy Documents

« Security Policy
« Acceptable Use Policy
« Incident Response Policy




 Password Policy
« Data Classification Policy

2. Technical Reports

» Network Diagram

¢ Asset Inventory

« Vulnerability Assessment

* Security Audit Report

« Configuration Documentation

3. Executive Communications

* Security Briefing

* Incident Summary
* Risk Assessment

* Status Report

* Board Presentation

4. Administrative Tasks

* Create User Account

» Set Up New Service

* Generate Report

* Export Logs

» Update Documentation

POLICY TEMPLATE (Quick Fill)

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER
[ COVPANY NAVE]
[POLICY TYPE] POLICY

Docunent | nformation

EEEEE NN NN NN EEE NN NN NN NN NN NN EEEE NN EEEEEEEEE
Ver si on: 1.0

Ef fective Date: [DATE]

Last Revi ewed: [ DATE]

Ownner : IT Security Departnent

Classification: Internal Use

EEEE NN NN NN NN NN NN NN NN NN NN EEEEEEE
1. PURPCSE

EEEE NN NN NN NN NN NN NN NN NN NN EEEEEEE
This policy establishes [brief statement of what this policy

covers and why it exists].

EEESSEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER
2. SCOPE
EEESSEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER

This policy applies to:



« Al enployees, contractors, and third parties
« Al conpany information systenms and data

EXECUTIVE BRIEFING TEMPLATE

EEEEEEEEEE NN NSNS EE NN NN NSNS SN NSNS NN NN EEEEEEEEEEEEEEE
SECURI TY BRI EFI NG
[ DATE]

SI TUATI ON SUMVARY
EEEEEEEEEEEEEEE NN SN EEE SN NS NN N EEEEEEEEEEEEEEEEEEEEEEEE

[2-3 sentences sunmmarizing current security status]

CURRENT STATUS

STATUS NOTES
Servi ces: [ GREEN YELLOWRED] _
Security Posture: [ GREEN YELLOWRED] _
Active Threats: [yessng
Open | ncidents: =
KEY CONCERNS
EEEE NN NN NN NN NN NN NN NN NN NN EEEEEEE
1. [Issue and business inpact]
2. [lssue and business inpact]
3. [Issue and business inpact]

ACTI ONS TAKEN

NETWORK DIAGRAM TEMPLATE

EEEESEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER
[ ] COVMPANY NETWORK TOPOLOGY ]
L] Dat e: ]

| NTERNET
[
EEEEEEEEEEEEEEE
= FIREWALL ]
= 10.0.0.1 ]
EEEEEEEEEEEEEEE
[

| | | [ ]
SEEEEEEEEEER EEEEEEEEEEEEE SEEEEEEEEEER
L] Dwvz ] m | NTERNAL = = MGMT ]
110.0.1.0 = = 10.0.2.0 = =10.0.3.0 =
SEEEEEEEEEER EEEEEEEEEEEEE SEEEEEEEEEER



= VEBO1 ] L] DC01 ] = ADMNO1 m

= .10 ] L] .10 ] L] .10 ]

mHTTP/ 443 = m ADDNS =m = RDP L]

EEEEEEEEEEN EEEEEEEEEEEEE EEEEEEEEEEN
]

INCIDENT SUMMARY (For Business)

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEEEEEEEEENEEEENEEEEE
SECURI TY | NCI DENT SUMVARY
For Executive Review

I NCI DENT OVERVI EW

Date/Tipe:
Severity: [ H GH MEDI UM LOW
St at us: [ CONTAI NED/ RESOLVED/ ONGO NG|

WHAT HAPPENED

EEEE NN NN NN NN NN NN NN NN NN NN EEEEEEE
[Plain English description - no jargon]

[ Focus on business inpact, not technical details]

BUSI NESS | MPACT
SN NN NN NN NN NN NN NN NN NN EEE NN EEEEEEEEE
Services Affected:

Dur at i on:

Dat a | npact: [ NONE/ M NI MAL/ SI GNI FI CANT]
Cust oner | npact: [YES/INO - if yes, describe]

RESPONSE ACTI ONS

QUICK RESPONSE TEMPLATES

New User Account Request

Subj ect: RE: New User Account Request

The fol |l owi ng account has been created as requested:

User nane: [ user nane]
Depart nent : [ depart ment]
Access Level : [ st andar d/ adm n]

Systenms Access: [list systens]
Created: [date/time]

Initial password has been sent via [nethod].
User will be required to change password on first |ogin.



Pl ease confirmw th the new enpl oyee.

IT Security Team

Service Status Update

Subj ect: RE: Service Status Request

Current Service Status as of [tinme]:

SERVI CE STATUS NOTES
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER
Wb Server ONLI NE 100% upti me

Enai | ONLI NE 100% upti me

DNS ONLI NE 100% upti me

Dat abase ONLI NE 100% upti me

File Server ONLI NE 100% upti me

No issues to report. Al services operating nornally.

IT Security Team

INJECT QUALITY CHECKLIST

Before submitting ANY inject:

m Read the inject again - did you answer everything asked?
m Professional formatting (headers, sections, clean |ayout)
m No spelling or grammar errors

m Includes all required el enments

m Would YOU be satisfied receiving this?

m Subnmit 2-3 minutes BEFORE deadline

INJECT MANTRA

""READ carefully."
"ANSWER completely."
"FORMAT professionally."
"SUBMIT early.™

CCDC.x1000.ai - Championship Training



